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Overview
Information systems security continues to be a primary concern to business managers.

Compromised data or business systems, whether from external sources or internal, can

introduce enormous costs—competitively, operationally and financially. The maturation

of Linux* into a mission-critical operating system introduces opportunities to improve

your organization’s approach to better securing your business systems.

T H E  I M P O RTA N C E  O F  S E C U R I T Y

People at all levels of an information technology

(IT) organization understand that securing their

systems and data must be a top priority. The

Gartner Group’s highly regarded CIO Agenda for

2004 ranks “security breaches/business disruptions”

and “data protection and privacy” first and 

third, respectively, among the top ten IT business

priorities. (And, as one might expect, “operating

costs and budgets” ranked right between these

two items.)1

Yet the subject of security is often as feared 

as it is venerated. Some feel that the myriad of

dimensions to security make it a confounding

subject to master. And in the back of the minds 

of many IT personnel is the nagging suspicion 

that they may not be doing enough to secure 

their systems.

The spate of vulnerabilities that has recently

affected Microsoft Windows* has brought renewed

attention to IT security, and fueled interest in Linux

as an alternative platform for securely hosting IT

services. While legitimate concerns exist over such

vulnerabilities, one must also keep perspective

that no platform alone can guarantee a secure

environment. Leading analysts state, the impact

of these highly publicized attacks is, however,

dwarfed by the business losses caused by internal

security lapses. Regardless of the current cause

for increased interest, the most savvy IT business

managers understand the security of their 

systems matters most. Whatever the business

purpose of a technology system, if it gets somehow

compromised, its value to the business can be

seriously undermined.

This paper provides a general knowledge update

on some of the recent changes to the IT security

landscape, and to introduce what Linux and other

Open Source Software bring to the security arena,

specifically focusing on SUSE® LINUX Enterprise

Server as a Linux distribution offering increased

security capabilities. 

T H E  S E C U R I T Y  L A N D S C A P E

Attaining adequate security levels can be a daunting

task full of uncertain terrain. The current list of

concerns ranges from security standards and best



Figure A. IT security 
is a subset of 
Information Assurance

Information Assurance

includes many disciplines,

including IT security. 

Your IT security plan needs

to come out of a broader 

IA program that also

includes the security of 

the physical environment,

liability management,

business continuity plans and

governmental regulations

planning, to name a few.

__________

2 http://www.nstissc.gov/Assets/
pdf/4009.pdf

practices (such as Common Criteria, SANS Institute

guidelines, IETF Site Security guides, etc.) to

technical realities (such as viruses, denial of service

attacks, backdoors and security holes created by

“broken” applications). To successfully defend

their organization, both legally and technically,

CIO’s and IT managers must understand all of

these issues.

Information Assurance: the Context for 
all IT Security

Are your systems secure enough? This question

cannot be answered without some context.

Information systems security does not happen in 

a vacuum—it must be part of an organization’s

overall plan for security. 

Information Assurance, or IA, is the current

popular term used to describe the complete set of

“measures that protect and defend information and

information systems by ensuring their availability,

integrity, authentication, confidentiality and non-

repudiation. These measures include providing for

restoration of information systems by incorporating

protection, detection and reaction capabilities.”2

Such measures are not limited to your technical

implementations, but should involve everything

from your organization’s policies involved in hiring

new personnel to the physical security of your

organization’s various sites. Recent regulatory

changes in some geographies have begun to 

make IA part of a publicly-traded company’s

responsibilities, bringing about more executive

focus on documenting and following an IA program. 

This increased executive attention is a natural

consequence of the increasingly important role

that information plays in doing business.

Your organization’s approach to Information

Assurance—whether documented in a single plan,

comprised of distributed policies, or approached

as ad hoc practices—sets the context for securing

your information and information systems.

Without understanding this general context—

without making clear what you value, and what 

it needs to be protected from—it is difficult to

prioritize and make appropriate IT security

choices to wisely balance investment.

Figure A

Managing Risk

Risk management is the process of identifying,

assessing and reducing risk to an acceptable level,

and implementing the right mechanisms to control

and monitor your level of risk. Risk management

should be a component of your overall Information

Assurance program.

There are several types of risk of which a

business needs to be aware and address properly.

Some of the major categories include:

• Physical damage. Such as fire, water,

vandalism, power loss, theft
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• Human error. Through either accidental

action or inaction that disrupts productivity

through failed adherence to guidelines and

business procedures

• Equipment malfunction. Failure of systems

and peripheral devices

• Attacks. Hacking, cracking, denial of service

and social engineering either from inside or

outside the organization

• Misuse of data. In the form of sharing 

trade secrets, fraud, espionage, theft and

unauthorized modification

• Loss of data. Through intentional or

unintentional destructive means, particularly

without the ability to recover access to 

the data

Risk management is an ongoing practice of

analyzing these various areas to make better

investment decisions as to which risks are

acceptable and which require further mitigation

for a particular organization. Risks can be analyzed

in multiple ways; however, most methods attempt

to determine a cost/benefit comparison in which

the annualized cost of safeguards is measured

against the potential loss. Such comparisons fit

into the overall business risk management practice

that should extend all the way to loss of business

continuity or financial viability of the organization.

Some risks—loss of life or protection of national

secrets—may have their own non-financial

measures of potential loss.

Governmental Policies and Standards

Various legal requirements and regulations,

sometimes applying to specific industries or

political geographies, continually change the

security landscape. To better protect personal

information and keep certain types of corporate

data private, as well as increase public trust, 

new laws now enforce accountability on high-

level business managers.

Recent regulations in the United States and

Europe show how government oversight can affect

your security concerns. The following examples

demonstrate that maintaining adequate security

can be as important to your organization’s

constituents as your own business.

• Sarbanes-Oxley Act

The Sarbanes-Oxley (SOX) Act of 2003

mandates a number of reforms to enhance

corporate responsibility, enhance financial

disclosures and combat corporate and

accounting fraud. It also created the “Public

Company Accounting Oversight Board,” 

also known as the PCAOB, to oversee the

activities of the auditing profession.3

• EU Privacy Laws 

“Developments of a frontier free Internal

Market and of the so called ‘information society’

increase the cross-frontier flows of personal

data between Member States of the EU. 

In order to remove potential obstacles to such

flows and to ensure a high level of protection

within the EU, data protection legislation 

has been harmonised. The Commission also

engages in dialogues with non-EU countries in

order to insure a high level of protection when

exporting personal data to those countries. 

__________

3 http://www.sec.gov/about/
laws.shtml#sox2002
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__________

4 http://europa.eu.int/comm/
internal_market/privacy/
index_en.htm 

5 http://www.epic.org/privacy/
glba

It also initiates studies on the development 

on European and international level on the

state of data protection.”4

• Gramm-Leach-Bliley Act

The Gramm-Leach-Bliley Act (GLBA) of 1999

primarily sought to “modernize” financial

services by ending regulations that prevented

the merger of financial institutions. However,

the removal of these regulations raised

significant concern that such institutions

would have no restrictions upon access to 

and use of personal information. Under GLBA,

financial institutions must develop precautions

to ensure the security and confidentiality of

customer information, to protect against any

tampering of such records, and to protect

against unauthorized use of such information

which could result in substantial harm or

inconvenience to any customer.5

• Health Insurance Portability 

and Accountability Act

The Health Insurance Portability and

Accountability Act of 1996 (HIPAA) institutes

administrative reforms that very few

healthcare providers can sidestep if they bill

third parties for services provided to patients.

Among its enactments, the law changes how

providers must protect the privacy for and

ensure the integrity of a patient’s health

information. Among the extensive details 

in its definition, HIPAA looks at four major

factors affecting an organization’s security:

administrative procedures, physical safeguards,

technical security services and technical

security mechanisms.

Regulations vary widely between governments

throughout the world. Some apply to specific

industries; others are far-reaching. The notable

trend, however, is that privacy and accountability

regulations are increasing, which places more 

and more security demand at all levels within 

IT organizations.

Securability and Assurance

Technology vendors use “secure” to describe

products so often that the term in many cases 

has little meaning. How secure a system really 

is lies as much in the implementation as the

technology itself. This is particularly true in

operating systems, which can be used for a variety

of different tasks, with each use having its own

security objectives. 

Rather than being inherently “secure,” 

an IT product is more likely to be “securable,”

meaning that it can be effectively brought to

some level of security assurance to mitigate 

the risks against which you wish to defend. 

To establish some objectivity to security

assurance, vendor-neutral security models have

emerged to provide the better understanding 

and attainability of assurance levels. Currently

leading among these is the Common Criteria for

Information Technology Security Evaluation.

The Common Criteria Security Model

Laying out the details needed to define and enforce

a security policy that is right for your business,
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the Common Criteria for Information Technology

Security Evaluation is more simply known as the

Common Criteria or CC. CC is sponsored in several

countries (such as The United States, Great Britain,

Germany, Canada and Australia) by their respective

standards and/or national security administrations.

(For example, in the United States, the National

Institute of Standards and Technologies, or NIST,

and the National Security Agency, NSA, fill this

role.) The principles and standards in Common

Criteria provide the agencies within each of the

participating countries a consistent framework 

for evaluating security assurance levels.

CC is designed to help organizations

knowledgably procure IT products or systems with

IT security features to meet their specific needs.

It also provides auditors and accreditors a common

basis and process for the evaluation of IT security

products and systems. All types of software—

including operating systems—can be tested in the

CC framework, but instead of having IT vendors

perform their own evaluations, CC requires

evaluation to be conducted by trusted third

parties in order to assure vendor-independent

impartiality. Each security evaluation includes

both analysis and testing of the product for

conformance to a set of security requirements 

to yield an Evaluation Assurance Level (EAL).6

An evaluation, which may span several months 

of rigorous testing, is fundamentally a two-step

process, consisting of: 1) defining the Security

Target (ST), which describes the features that are

to be evaluated; and 2) testing and verifying that

the system actually implements these features 

to a sufficient level of assurance.7

In some cases, Common Criteria uses validated

Protection Profiles (PP) for specific types of

products. For example, the Controlled Access

Protection Profile (CAPP) specifies the generally

accepted security functional and assurance

requirements for Operating Systems for most

commercial environments. CAPP-conformant

products support discretionary access controls that

are capable of limiting individual users’ access 

to data. They also provide audit capability audit

capability to record security-relevant events within

the system. The Evaluated Assurance Level (or EAL)

of the product provides a concrete measure of

confidence that the product does what it says 

it does.8 (For more information on CAPP, see:

http://niap.nist.gov/cc-scheme/pp/PP_CAPP_V1.d.

html). 

So what does CC compliance mean for you and

your organization? And what EAL levels should you

seek? The answer depends in part upon how your

organization manages risk. The higher the EAL level,

the greater confidence you can have that the

features of the product or system are correctly

implemented. However, for most organizations

EAL level 4 means that the software in question

has the capability, when configured correctly 

and tested in an unbiased manner, to meet the

highest standard for security in normal commercial

business. EAL4 products feature sufficient design

documentation, vendor quality assurance processes,

user and administrative guidance and configuration

__________

6 http://niap.nist.gov/cc-scheme/
eval-primer.html 

7 http://csrc.nist.gov/cc/
Documents/Guidance/9

8 http://niap.nist.gov/cc-scheme/
pp/PP_CAPP_V1.d.html
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__________

9 Gartner Research Note

Commentary, “Certified Linux:

A Seal of Approval Can’t

Guarantee Security,”

July 2004, A. Allan

management assurances to allow greater confidence,

relative to EAL1-3, that the product does what 

it claims.

Although EAL5-7 assurances go still further,

these levels are not really relevant to non-

government agencies. Gartner analyst A. Allan

states, “EAL-5 and higher are likely beyond the

needs of commercial business. …only government

agencies can provide certification (for EAL-5 

or higher).”9

Identity Management

Trusted systems require you to be able to

authoritatively identify who is who, what is what,

the permissions that define what different identities

can do, and who did what when. Part of your

organization’s overall Information Assurance program

and IT Security plan must include your plan for

managing identities across your organization, as well

as external entities such as customers and partners.

Many industry analysts and experts advise that a

first step to sound security is to get your identity

house in order.

To better understand the issues and opportunities

within the Identity Management arena, visit:

http://www.novell.com/solutions/nsure.

Partnerships and Security

An emerging aspect of the security landscape 

is how the security of your systems affects, 

and is affected by, partnerships into which your

organization engages. The importance of having a

well-implemented Information Assurance program

goes a long way to accelerating your organization’s

ability to engage in partnerships. Project Liberty,

for example, provides models and technology 

for wisely combining legal agreements and with

identity federation technology. You can learn more

about Liberty, which Novell® strongly supports, 

at: http://www.projectliberty.org.

N O T  A L L  O P E R AT I N G  S Y S T E M S  A R E

S E C U R E  ( O R  S E C U R A B L E )

Why Focus on the Platform?

Your applications rely on the security of the

Operating System on which they run. The platform

protects programs and data from corruption,

limits which system users can access or change

application configuration and data files, and records

(audits) failed attempts to do so. The greater

confidence you have in the platform’s integrity

and ability to provide these protections, the

greater confidence you’ll be able to have in the

applications you run being able to perform their

work correctly. The CC Evaluation Assurance Level

of your Operating System is intended to help you

build that confidence.

To be sure, your applications still have their

own security concerns and need to be adequately

secured to meet the requirements of your

organization. For this reason, the more you can 

do to standardize your platform assurance levels,

the more you can concentrate on specific details

for the services that sit atop the platform.

Enterprise Security
and Linux
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The Linux Security Opportunity

While Linux is increasingly viewed as a potential way

to reduce enterprise IT expenditure, IT managers

and CIO’s should also view Linux as a strong resource

in their overall security implementation. The past

two releases of the Linux kernel (2.4 and 2.6)

have seen such dramatic increases in securability

features that organizations such as the United

States National Security Agency (NSA) have launched

multiple, focused efforts to leverage the higher

security that Linux now affords. In the private

sector, Linux has also begun to take on roles that

were formerly reserved for much higher cost 

UNIX* systems—a coveted sweet spot because 

UNIX historically has been used to support the

mission-critical applications in the enterprise.

Linux now can support many of those applications,

with security and reliability similar to that offered

by UNIX, but at a fraction of the price.

Can Open Source Software Really Be 
More Secure?

The security of open source software has been

both idealized and made the subject of targeted

disinformation. Generally, two philosophies exist:

that open source is more secure because it is more

rigorously reviewed; and, that proprietary software

is more secure because access to the source 

code is limited. While seeming contradictory, 

both schools of thought have validity depending

on circumstances.

Open source philosophy states that open source

software cannot rely on obscurity for security—

because the source code is transparent, security

must be implemented well at the source code

level. Also, open collaboration is thought to result

in the earlier discovery and correction of security

flaws—an aspect of the thesis that “given enough

eyeballs, all bugs are shallow.” 

Even the most ardent open source believers

would say that neither of these two claims

actually guarantees the security of all open source

code. As Gartner analyst John Pescatore states,

“…just releasing source code on the Internet doesn’t

mean that the software is more secure, and it often

can result in less-secure software.”10 Having enough

eyeballs reviewing the code depends on the open

source project having a strong community, with

Figure B. Platform
Security is a vital subset 
of IT Security

Applications are only 

as secure as their host

platform. Your organization’s

applications and data are 

in part reliant on the

security of their host

operating systems.

__________

10 Secure Your Linux Distribution

Before Hackers Attack, Gartner,

July 2004, John Pescatore
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__________

11 Ibid.

many sharp individuals contributing to reviewing

the source code. Projects such as OpenSSL,

Apache and the Linux kernel itself enjoy such

large communities, and consequently have

excellent security records. Lesser-known projects

for which community enthusiasm is spare may 

not deliver the same level of security.

Overall, two factors generally assure a greater

capability to be more security-hardened than

proprietary software: broad community involvement

and trusted certifications or evaluations, such as

Common Criteria. Conversely, in open source

projects for which community enthusiasm has 

yet to build, proprietary software may be more

secure, as well as have a richer feature set. 

For this reason, Novell, along with many other

industry experts, recommend wisely blending 

open source software with proprietary offerings 

to adequately meet an organization’s desired

security requirements. For more information

download “The Benefits of Open Source,” a short

excerpt from Unix System Security Tools, at:

http://www.albion.com/security/intro-7.html. 

Standardizing Your Linux Distribution to
Reduce Risk

While Linux may provide your organization with 

a security advantage, to realize this advantage,

you need to standardize your organization on a

single, trusted Linux distribution. John Pescatore

states, “From a security perspective…it is important

to standardize on a Linux distribution from a

reputable source. Freely available distributions of

open source software can have security trapdoors

installed or can be in an unknown patch state.”11

Having fewer “flavors” of Linux allows you to build

better in-house familiarity with the operating

system and its vendor, and concentrate more 

on standardizing your security practices and

policies for the distribution you have chosen. 

With standardized practice for security of the

platform, you can more appropriately invest in

securing each of the services and applications 

you intend to host on that platform.

Patching for Protection

Whatever software your environment may include,

keeping abreast of patches and updates should be

considered a mandatory procedure. The recent

spate of Windows vulnerability attacks that have

occurred over the past couple years result not

solely due to security holes in the operating

system, but also because the ubiquity of Windows

as both a client and server operating system makes

it a prime target for hackers. While open source

zealots declare Linux to be inherently more secure

by virtue of its communal development process,

Linux has yet to attain the level of success of

Windows and thereby remains a lesser target to

hackers, making such claims difficult to quantify

fairly. Linux market share is rapidly growing, 

and some claim that the operating system may

become scrutinized more closely for vulnerabilities,

creating the possibility of more attacks as it

becomes more attractive to hackers. However,

this scrutiny certainly has a benign effect, as well.

Turnaround times for patches in Linux and other

popular Open Source offerings have traditionally

been very rapid, which allows proactive organizations

Enterprise Security
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to more quickly reap the benefits of a strong

patch management strategy.

S U S E  L I N U X  E N T E R P R I S E  S E RV E R  9 :

T H E  S E C U R E ,  O P E N  S O U R C E  P L AT F O R M

Whether you are just beginning to consider

introducing Linux into your organization, or Linux

has already crept in for various purposes, you

should be considering how Linux fits within your

overall security plan. Specific security merits and

features make SUSE LINUX Enterprise Server 9 a

particularly compelling Linux distribution.

All Linux Distributions are NOT the Same

If most of the software that comprises a Linux

distribution is from open source, is there really any

difference between one distribution and another?

Absolutely. Of course, part of the freedom that

open source provides is that technical differences

between one vendor’s offering and another are

often minimal and short term. To understand what

differentiates a distribution, you need to look past

the individual packages included in it and consider

such elements as the vendor’s track record and

evidence of commitment to providing stronger

security, their speed of response to emergency

issues, their experience in working with enterprises,

their offerings that augment the native capabilities

of the distribution, their capability to provide

mission-critical support and whether the vendor

has an adequately experienced ecosystem of

professional partners.

Novell is distinguished by providing a world-

class ecosystem for Linux, including global technical

support, training, consulting, legal protection and

the extended partner network that IT buyers

demand when deploying a strategic platform.

SUSE LINUX products from Novell are built for

performance and reliability and are backed by

hundreds of software engineers, support staff 

and consultants who are dedicated to Linux, 

open source and customer success.

SUSE LINUX and Common Criteria EAL4

In January 2004, SUSE LINUX Enterprise Server 8

received its Common Criteria certification for

Controlled Access Protection Profile (CAPP) with

an Evaluated Assurance Level 3 with augmentation

(EAL3+), making it the first Linux distribution to

have achieved this level of assurance.12 SUSE LINUX

Enterprise Server 9, released in August of 2004, 

is currently in evaluation for CAPP/EAL4+ (providing

additional assurance through additional design

documentation and other quality assurances).

Novell expects the evaluation to be completed 

by the end of calendar year 2004, and looks

forward to the award of its certificate in January

2005. Acceptance into such an EAL evaluation by a

third-party organization indicates strong expectation

of a successful evaluation.

The SUSE LINUX Enterprise Server Security

Guide13 explains how to set up the EAL3+ evaluated

configuration, and provides detailed information to

administrators and ordinary users to ensure secure

operation of the system. Additionally, the SUSE LINUX

security experts at Novell are currently drafting a

similar guide for EAL4 on SUSE LINUX Enterprise

Server 9, which should be published shortly.

Novell takes Common Criteria EAL certification

very seriously and works aggressively to ensure

“EAL-5 and higher are 

likely beyond the needs 

of commercial business…

only government agencies

can provide certification 

(for EAL-5 or higher).”

—Gartner Research 

Note Commentary,

“Certified Linux:

A Seal of Approval Can’t

Guarantee Security,”

July 2004, A. Allan

__________

12 http://www.suse.com/en/
company/press/press_releases/
archive04/eal3.html

13 http://www.suse.com/de/
security/eal3/SLES8_EAL3_
SecurityGuide.pdf
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__________

14 “Linux: ‘Good Enough’ for

Specific Enterprise Roles,”

Burton Group, June 2004,

Gary Hein

that SUSE LINUX Enterprise Server 9 delivers the

level of assurance that businesses require in 

an operating system. This effort is one way in

which SUSE LINUX Enterprise Server 9 excels in

the platform space.

How Novell Builds SUSE LINUX 
Enterprise Server 9

The security-conscious business manager should

also take interest in knowing how a distribution is

assembled by a vendor. Is it simply comprised of

several open source packages haphazardly combined

and wrapped into an install, or is there some 

care put into bringing each release to market?

Novell builds SUSE LINUX Enterprise Server 9 from

open source projects by carefully selecting which

packages will be allowed into distribution, then

assigning Novell engineers as internal maintainers

of these packages. These internal maintainers 

are responsible for the quality of each package 

as it fits into the final product. This attention to

detail means that the overall product quality—

including factors that affect security assurance—

has been carefully groomed from open source to

be ready for enterprise use. 

Assembling the various packages into a coherent,

access-controlled configuration management system

is an important part of the distribution creation

process. By placing packages under our own, internal

configuration management system, Novell is able

to control and monitor changes to the source code,

track and identify versions and changes from the

myriad sources of software and provide a baseline

for testing and patch management that is the

basis for the distribution release.

The organization of this development process

allows Novell to deliver SUSE LINUX Enterprise

Server 9 on more hardware platforms than any

other Linux distribution. This multiplatform

development model is important to enterprise

security. By standardizing on SUSE LINUX, the

policies and expertise that you follow to secure

Linux servers on low-cost Intel platforms are

transferable to the Linux you use on high-end

hardware non-Intel platforms as well because 

the two systems use a common code base.

Security and the Linux 2.6 Kernel

SUSE Linux Enterprise Server 9 is the first

commercial Linux distribution to incorporate the

Linux 2.6 kernel, which bears some significance to

security beyond merely having the latest security

fixes and enhancements. “The 2.6 also gains

security capabilities through the merging of the

Security-enhanced Linux (SELinux) efforts of the

United States National Security Agency (NSA), 

and usability/debugging support through the

merging of User-Mode Linux, thus allowing multiple,

user-mode virtual kernels running simultaneously.”14

Incorporating the 2.6 kernel is one of the advances

that have put SUSE LINUX Enterprise Server 9 on

track to obtain EAL4 certification.

Staying on Top of Emerging Issues

The SUSE LINUX team at Novell has over ten 

years of experience in working with security on

Linux and other open source software. The SUSE

LINUX security site www.suse.com/security keeps

managers of SUSE LINUX Enterprise Server 9 abreast

of the latest security issues arising with the Linux

Enterprise Security
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operating system, as well as information on how

the security team handles issues and who the key

contacts for Linux security are.

Patching, Security and ZENworks® Linux
Management

Having a strategy for quickly updating systems 

to protect against late-breaking vulnerabilities 

is vital to an IT security plan. ZENworks Linux

Management is a valuable solution for managing

the swift and secure deployment of patches and

software updates to Linux systems across your

enterprise. And, should you also need a patch

management solution for non-Linux systems,

Novell offers ZENworks Patch Management. 

More information on both of these ZENworks

products can be found at http://www.novell.com/

zenworks.

C O N C L U S I O N  

While information systems represent a definite area

of security concern, no amount of security policy

and assurance within an IT organization can offset

the risk of not having comprehensive business policies

to assure the integrity of business information. 

IT security must fit within its proper context as 

an important element within an organization’s

overall Information Assurance plan. However, the

combination of diverse data stored digitally, with

the increased automation of business processes and

the increasing inter-connectedness of IT systems

makes IT security fundamental to such a plan.

Right now many organizations are willingly

stepping up their information assurance awareness.

But soon many organizations will find their hands

being forced into compliance with new governmental

regulations. The increased transparency to business

process demanded by stock markets will require that

an IT organization lock down its infrastructure

securely—and be prepared to prove it to skeptical

investors and regulators. Demands for protection

of personal information put further pressure on IT

organizations. Fortunately, international efforts

such as the Common Criteria for Information

Technology Security Evaluation exist in order to

aid organizations in procuring securable technology,

and designing the business processes necessary 

to support IT security.

As these market changes occurs, server operating

systems have been subjected to increased focus

since they host both data, from mundane to vitally

sensitive, and services, from commodity to mission

critical. Businesses and government agencies have

recently begun to focus keen interest upon Linux

because of its potential to lower costs and provide

strong security.

With the recent introduction of SUSE LINUX

Enterprise Server 9, Novell is now the leader in

providing secure open source solutions. With more

than 20 years of experience in the software industry,

Novell has excellent expertise in security services—

from cryptography, to identity management, 

to patch management to secure operating systems.

Novell also offers a strong ecosystem of technical

support, training, consulting, legal protection and

partners. These factors uniquely qualify Novell to

assist your organization in realizing the opportunity

for better security that Linux represents, and allow

you to deploy Linux-based solutions with confidence.
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Novell Product Training
and Support Services

For more information about

Novell’s worldwide product

training, certification programs,

consulting and technical support

services, please visit:

www.novell.com/ngage

For More Information

Contact your local 

Novell Solutions Provider,

or visit the Novell Web site at:

www.novell.com 

You may also call Novell at:

1 888 321 4272 US/Canada

1 801 861 4272 Worldwide

1 801 861 8473 Facsimile

Novell, Inc.
404 Wyman Street

Waltham, MA 02451 USA

www.novell.com


